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NIST Framework
This risk assessment follows the Center for Internet Security (CIS) 20 framework of cyber 
security. These are 20 controls that, when followed, provide multiple layers of depth for 
defense and policy. This framework is mainly aimed at the technical aspects of Information and 
Cyber Security with some lighter focus on policy. 
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ABC Sample Company
High-Level Observations

Ascend Technologies was engaged to conduct a cybersecurity risk assessment for ABC.  Ascend 
spent several hours over a weeklong period with ABC and outsource vendor XYZ, discussing the 
current state of the IT Security program and capabilities at ABC.  The driving purposes for the risk 
assessment are 3rd Party vendor assessment requests and client confidence in ABC.

Below are high level observations from those discussions:
• Exposed critical business application(s)
• Limited commercial grade protective technology
• Limited commercial grade detective technology
• No dedicated security staff (existing IT staff spends ~10% of time on security)
• No real time security monitoring in place for security systems, applications or threat detection
• No security awareness and training program
• No incident response program
• No vulnerability management program
• Unsecured access to user workstations/laptops
• No multifactor authentication to critical business applications
• Users have local administrator access to workstations/laptops
• No formal security program
• No documented security strategy
• No security risk management program
• No formal workstation/laptop patching program
• No system or data redundancy to guard against data loss or system failures
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ABC Sample Company
Prioritized Security Project to Address Urgent Concerns

Projects:
Protection of Critical Application (Client Management System) – protect critical client systems and data
• Identify critical applications and data
• Isolate application and database servers
• System hardening and application database encryption
• Enhance security protection and monitoring of core applications
• Next Generation Firewall protection
• Application penetration testing
Improve Endpoint Protections – protect devices that are accessing critical client information
• Password protected access to workstations/laptops
• Replace freeware with commercial anti-virus and malware protections
• Patch endpoints on a monthly basis
Security Awareness and Training – educate users on how to identify and avoid potentially harmful actions
• Identify cloud vendors for security awareness training
• Evaluate and select vendor
• Create training calendar; Rollout training to end users
• Email Security Protection
Security Incident Response – institute a plan for how to react to a security incident
• Develop incident response plan
• Execute tabletop exercise to test plan
Multifactor Authentication – enhance access controls to critical systems and data
• Identify scope for MFA application
• Identify, evaluate and implement solutions
Perimeter and Firewall Architecture Review – improve security protection capabilities
• Evaluate hardware configuration and firewall rules
Email and Exchange Online Security Review – protect sensitive email data 
• Evaluate Email Gateway configuration and rule base
• ABC is in the process of moving from on premise Exchange email to Exchange online
• Evaluate the configuration and migration plan for securely moving ABC email
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ABC Sample Company
Prioritized Security Programs to Address Gaps

Engage Managed Provider (24x7 SOC Monitoring and Incident Response)
• Next-Generation Firewalls
• Malware Protection
• Email Security Management leveraging Darktrace Antigena Email
• Darktrace Network Immune System
• Endpoint Encryption
• Endpoint Detection and Response (EDR)
Vulnerability Management Program
• Identify vulnerability scanning tools (web and network)
• Evaluate tools, select solution
• Design and implement recurring scanning of critical systems and applications
• Implement remediation program and patch management solution
Cybersecurity Governance Program
• Institute a risk management approach to ABC’s Security program
• Develop security strategy for reaching appropriate security posture
• Develop metrics for measuring security posture and success criteria
• Develop and implement security polices and procedures
• Execute on security governance program
Enhance End point Security
• Remove local administrator access from workstations/laptops
• Join workstations/laptops to active directory domain
• Deploy end point management solution (MDM)
Penetration Testing Program
• Identify penetration testing vendors (systems and application)
• Selection and engage vendor for initial evaluation
• Design and implement recurring penetration testing of systems and applications

Programs:
Engage Managed Provider (24x7 SOC Monitoring and Incident Response)
• Next-Generation Firewalls
• Malware Protection
• Email Security Management
• Network Monitoring System
• Endpoint Encryption
• Endpoint Detection and Response (EDR)
Vulnerability Management Program
• Identify vulnerability scanning tools (web and network)
• Evaluate tools, select solution
• Design and implement recurring scanning of critical systems and applications
• Implement remediation program and patch management solution
Cybersecurity Governance Program
• Institute a risk management approach to ABC’s Security program
• Develop security strategy for reaching appropriate security posture
• Develop metrics for measuring security posture and success criteria
• Develop and implement security polices and procedures
• Execute on security governance program
Enhance End point Security
• Remove local administrator access from workstations/laptops
• Join workstations/laptops to Active Directory domain
• Deploy endpoint management solution (MDM)
Penetration Testing Program
• Identify penetration testing vendors (systems and application)
• Selection and engage vendor for initial evaluation
• Implement recurring penetration testing of select systems and applications
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Cybersecurity Risk Assessment Results

ABC Sample Company

7
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Threats and Vulnerabilities
The most substantial threats to the organization is the exposure of sensitive information, 
such as company data, client data, or employee data.  These top threats should be the 
focus of security maturity improvement efforts
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Low High

Low High

HighLow
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Ascend Technologies’ security risk analysis focuses on security controls across six key domains based on the National Institute 
of Standards and Technology Cybersecurity Framework (NIST CSF) 

A Standardized Cybersecurity Framework

IDENTIFY

RESPOND

What are you defending and who are you defending against?

What decisions need to be made and how do you make them?
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ABC Sample Company Risk Profile
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Results
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Security Maturity Ratings (2 of 5)
Security Operations and Policies



© 2021 Ascend Technologies | Reproduction and distribution without Ascend Technologies prior consent is prohibited.15

Security Maturity Ratings (3 of 5)
Security Operations and Policies
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Security Maturity Ratings (4 of 5)
Security Technology
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Security Maturity Ratings (5 of 5)
Security Technology
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Questions?
teamascend.com
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